HNudopmannonHas naMATKA 1J1s1 00y9ar0IIAXCS

C KaXIbIM TOZIOM MOJIOJICKH B HHTEPHETE CTAHOBUTCS OOJNbIIE, & NIKOILHUKH OJHU U3 CAMBIX aKTHBHBIX
mojp3oBaTernel PyHera. Mexay TeM, MOMHMO OFPOMHOTO KOMUYECTBA BO3MOKHOCTEH, HHTEPHET HECET U
po0JieMbl. JTa MaMsATKa JIOJDKHA TOMOYb TeOe 0€30MaCHO HAXOAUTHCS B CETH.

KomnbrotrepHbie BHPYChI

KommbroTepHsIil BUPYC - 3TO pa3HOBUAHOCTh KOMIBIOTEPHBIX MPOTPaMM, OTIUYUTEIHHOH 0COOEHHOCTHIO
KOTOpOW SIBJISETCA CIMOCOOHOCTh K Pa3MHOXEHHWIO. B jIomonHeHne K 3ToMy, BUPYCHI MOTYT TIOBPEIHTH
WIH TIONHOCTBIO YHHUYTOXXHTh Bce (aillibl M JaHHbIC, IMOJKOHTPOJBHBIC IOJIL30BATENI0, OT HMEHH
KoToporo Oblla 3amylieHa 3apakKeHHas MporpaMma, a TaKKe MOBPEIUTh WM JIaXKe YHUYTOXKHUTH
OTEPAIlMOHHYIO CHUCTEMY cO BceMHu (aiinmamu B 1ienoM. B OoNbIIMHCTBE ClydaeB pacHpOCTPaHSIOTCS
BHUPYCHI Uepe3 HHTEPHET.

Merto/1bl 3aLUTHI OT BPEJOHOCHBIX ITPOrPAMM:

1. Hcnonp3yli COBpEeMEHHBIE ONEpaIlliOHHBIE CHCTEMBI, MMEIONINE CEPHbE3HBIN YPOBEHb 3allUTHI OT
BPEAOHOCHBIX IIPOIPaMM;

2. [TocTosiHHO ycTaHaBIMBaK MauTH (MKM(POBBIC 3aIIaTKH, KOTOPbIE aBTOMATUYECKH YCTAHABIMBAIOTCS C
LENTBI0 TOPa0OTKH IPOrpaMMbl) M JIpyrue OOHOBJICHHS CBOEH omnepalioHHOW cucTeMbl. CkauMBai nMx
TOJIBKO C oduImanpHOoro caifra paspaborunka OC. Ecmm cymecTByer pekwM aBTOMATHYECKOTO
OOHOBJIEHHS, BKJIFOUH €T0;

3. PaGoraii Ha cBoeM KOMITBIOTEPE IO TTpaBaMH ITOJIB30BATENS, a HE aAMHUHICTPATOpA. ITO HE TMO3BOJIAT
OOJNBIIMHCTBY BPEIOHOCHBIX POrpPaMM WHCTAJUTHPOBATHCS HA TBOEM TIEPCOHAILHOM KOMIIBIOTEPE;

4. Hcnonb3yit aHTUBUPYCHBIC IIPOrPAMMHBIC IIPOAYKTHI U3BECTHBIX MTPOM3BOAUTEIICH, C ABTOMAaTHIECKUM
oOHOBJIEHHEM 0a3;

5. Orpanndb GU3NYECKAN JOCTYI K KOMITBIOTEPY VIS MOCTOPOHHUX JIHII,

6. Wcrmonp3yil BHENTHHE HOCHTENH WH(OpPMANWHU, Takhe Kak (emrka, AUCK wid ¢aill u3 WHTepHeTa,
TOJBKO U3 IPOBEPEHHBIX HCTOYHUKOB;

7. He oTkpbIBaif KOMITbIOTEpHBIE (halJIbl, TIOTYYCHHbIE M3 HEHAJEKHBIX MCTOYHHUKOB. Jlaxe Te Qailnbl,
KOTOpBIE IPHUCITANl TBOM 3HAKOMBIH. JIydIlie yTouHU y HEro, OTIPaBIIsI JIH OH TeOe UX.

Ceru WI-FI

Wi-Fi - 310 He Buj mepeqayun AaHHBIX, HE TEXHOJIOTHUS, a BCEro JIUIb Openn, mapka. Eme B 1991 romy
HUAEpIaHJCKas KommnaHus 3apeructpupoBana Openn "WECA", 4ro o0o3Hauyano cl1oBOCOYETAHHUE
"Wireless Fidelity", koTopslii nepeBonuTcs Kak "GecripoBoHast TOUHOCTH".

Ho Hamero BpeMeHH Jouuia Jpyrasi abOpeBHaTypa, KOTOpasi SBJISIETCS TakKoOi e TEXHOJNOrued. JTo
ab6pesuarypa "Wi-Fi". Takoe Ha3BaHHe ObUIO JaHO C HAMEKOM Ha CTaHAAPT BBICIIEH 3BYKOBOM TEXHUKU
Hi-Fi, uTo B nepeBojie 03Ha4yaeT "BhICOKAst TOYHOCTD'".

Jla, OecriiaTHBI MHTEPHET-IOCTYI B Kade, OTENsIX M adporopTax SBJISCTCS OTIUYHOW BO3MOMXHOCTBHIO
BBIXOJ]a B MHTepHET. HO MHOrHMe 3KCHepThl CYMTAIOT, uTO 0bOmienocTynHbie Wi-Fi ceti He sBISIOTCS
0€e30I1aCHBIMU.



CoBerbl 110 0€30MaCHOCTH pabOoTHI B 001IeN0CTYHBIX ceTsx Wi-fi:

1. He nepenaBaii cBoro nuuHyr uH(popMaiuio uepe3 odmenoctynueie Wi-Fi cern. Paboras B HuX,
JKENATEeNIbHO HEe BBOJUTH MapOJIv JOCTYIIA, JIOTHHBI  KAKHE-TO HOMEpa;

2. Hcnonp3yii 1 OOHOBISIH aHTUBUPYCHBIE MPOrpamMMbl U OpaHamayep. TeM caMbIM Thl 00€30MACHIIb
cebs OT 3aKauKH BUpYyca HA TBOE YCTPOHUCTBO;

3. Ilpu ucnonezoBanun Wi-Fi orkimioun ¢yaknmo "OOmmit goctyn kx ¢aitnam u npuntepam”. lanHas
(GYyHKIUS 3aKpbITa 110 YMOJMYAHUIO, OJHAKO HEKOTOpHIC IMOJB30BATENN aKTUBUPYIOT ee sl yaoOcTBa
KCIIONb30BaHUS B pabOTe UK yueoe;

4. He wucnonb3yit nyonmunsii WI-FI mist mepemaum JIMYHBIX JaHHBIX, HAlpUMEpP JUIS BBIXOAA B
COLIMAJIbHBIE CETU UJIM B 3JIEKTPOHHYIO MOUTY;

5. Hcnone3yit Tonbko 3anuiieHHoe coequdenne yepe3 HTTPS, a ue HTTP, T.e. npu Habope BeO-aapeca
BBOJM UMeHHO "https://";

6. B moOunsHOM Tenedone orkimoun Gynkiuio "Toakmouenue k Wi-Fi aBromatudecku". He nomyckait
ABTOMATHUYECKOI'0 MOKIIOUEHHUS YCTPOicTBa K ceTsiM Wi-Fi 6e3 TBoero corsacusi.

ConyajJbHble ceTH

COHI/IaHBHLIe CE€TU aKTHBHO BXOIAT B HAIly )KU3Hb, MHOTHEC JIFOAU pa60Ta}0T " )XUBYT TaM IIOCTOAHHO, a B
Facebook yxe 3aperucTpupoBaH MHUILIHAp] YEIOBEK, YTO SBIACTCS OIHOM CEIbMOM BCEX MKHUTEICH
IaHeTsl. MHOTHE TONBh30BaTENH HE MOHUMAIOT, YTO MH(OpMaIius, pa3MenieHHas UMA B COIMAIBHBIX
CeTsIX, MOXKET OBITh HalJeHAa M UCIONIb30BaHA KEM YrOJHO, B TOM YHCIe He 00s3aTeNbHO ¢ ONaruMu
HaMepEeHUSIMHU.

OcCHOBHBIE COBETHI 110 0€30MaCHOCTH B COIIMATIBHBIX CETSIX:

1. Orpannds COUCOK Apy3ei. Y TeOs B APY3bsIX HE MOKHO OBITh CIyYaifHBIX U HE3HAKOMBIX JIFOICH;

2. 3amminai cBOO YacTHYHO ku3Hb. He yka3piBaii mapomnu, TenedoHsl, aapeca, 1aTy TBOETO POXKACHUS U
JPYTYIO JTHYHYIO HH(GOPMALUIO. 370yMBIIITICHHUKNA MOTYT HCIIOb30BaTh Ja)kKe HH(POPMAIMIO O TOM, KaK

ThI 1 TBOU POAUTEIIN INIAHUPYETE IMTPOBECTU KaHUKYIIbBI;

3. 3ammmiail CBOIO permyTalHio - AEPKHA €€ B YUCTOTEe W 3ajaBail cebe BOMPOC: XOTeNl OBl THI, YTOOBI
Jpyrue TONB30BaTeNH BHIEIH, YTO THI 3arpyxkaems? [lomymail, mpexme 4eM d9TO-TO OITyOJIMKOBATh,
HAIMCATh U 3arPy3HTh;

4. Ecau ThI TOBOPHIIb C JIOABMH, KOTOPHIX HE 3HACIlb, HE WCIONb3YH CBOE peajbHOE UMs U OPYYIO
JUYHYI0 HHPOPMALMK: UMsI, MECTO JKUTEIBCTBA, MECTO y4eObl U IIPOUEE;

5. U3berait pasmerienus Qortorpacduii B MHTEpHETE, THEe THI M300pa)X€H HA MECTHOCTH, MO KOTOPOH
MOYXHO ONPEAEIUTH TBOE MECTOIOJIOKEHHE;

6. Ilpu peructpanuu B COLMAIBHON CETH HEOOXOAWMO HCIIONB30BaTh CIOXKHBIE MApOJIH, COCTOSIINE U3
OykB 1 IU(P U C KOTMYECTBOM 3HAKOB HE MEHee §;

7. ILTIS[ COL[I/IaJIBHOﬁ CCTH, IOYTHI U APYTUX CalTOB HCO6X0}_II/IMO HCIIOJIb30BAaTh PA3HBIC IAPOJIU. Tor;[a
eciau Tedst B3JIOMArOT, TO 3JIOYMBIIIIJICHHUKU MOJIYy4aT AOCTYII TOJBKO K OJTHOMY MECTY, 4 HC BO BCC Cpasy.

JJIeKTPOHHbBIE 1eHbI U



SHGKTPOHHI)IC JCHBI'M - 3TO OYCHb yH06HLIﬁ crroco6 HJ'IaTG)KCfI, OJHAKO CYHECTBYIOT MOIIICHHUKH,
KOTOPBIC XOTAT IMMOJIYUYUTh 3TU ACHBI'U.

SHGKTPOHHI)IC JACHBI'M MOSABUIIUCH COBCEM HEIABHO MU MMCHHO H3-3a 3TOI'0 BO MHOI'UX IroCyaapCTBax a0
CHX IIOp HC IMPOMHCAHO IMPO HUX B 3aKOHAX.

B Poccuu xe oHM QYHKIMOHHPYIOT U O HUX YK€ MPOIMHMCAHO B 3aKOHE, TJIe UX Pa3feisioT Ha HECKOIBKO
BHJIOB - aHOHUMHBIE 1 HE aHOHMMHBIE. PazHuIa B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peliaercs
MPOBOAMUTH oOllepaluu 0e3 uAeHTHU(UKAUH I0Jb30BaTeNsl, a B HEAHOHUMHBIX WICHTHU(QHUKAINS
MI0JIb30BATeNs ABIISIETCS 00A3aTeIbHOM.

Tarxke cieayeT pa3nuuaTh JJIEKTPOHHBbIE (DHMATHBIC JIEHBIH (paBHBI TOCYAapCTBEHHBIM BaNIOTaM) H
JJIEKTPOHHBIE He(hUaTHBIE JIeHbI'H (HE PaBHBI TOCY/IAPCTBEHHBIM BAIIOTaM).

OCHOBHBIE COBETHI 110 0€30MaCHON paboTe ¢ MIEKTPOHHBIMU JICHBIAMU:
1. TpuBsxu K cuery MOOHIBHBIN TeneoH. ITO caMblil yIOOHBIM M OBICTPBIA CIIOCOO BOCCTaHOBHUTH
noctyn K cuery. IlpuBsizaHHbId Tele)OH MOMOXKET, €CiM 3a0yAellb CBOW IUIATSKHBIA Maposib WU

3aiiJielb Ha CAUT ¢ HE3HAKOMOI'0 YCTPOMUCTBA;

2. Wcnonp3yit omHOpa3oBkie maponu. Ilocie mepexona Ha YCHIIGHHYIO aBTOpH3aIlio Tebe yxe He Oyaer
YIPOXKaTh OMACHOCTh KPaXKU MJIH IepexBaTa IJIaTeXKHOTo Maposis;

3. BeiOepu ciokubiil mapoib. [IpecTynHukam OyneT He MPOCTO yrajaTh CIAOXKHBINA maposb. HanexHbie
Mapoiy - 5TO TApONH, KOTOphIe COAepKaT He MeHee 8§ 3HAKOB W BKIIOYAIOT B CeO0S CTPOYHBIE H
MPOMHCHBIC OYKBBI, IM(MPHI U HECKOIBKO CUMBOJIOB, TaKUE KaK 3HAK Jojuiapa, (yHTa, BOCKINIATENbHbIH
3nak u T.1. Hanpumep, $tROng!;;

4. He BBOIM CBOM JIMYHBIE JaHHBIE HA CATaX, KOTOPHIM HE JOBEPSCIIIb.

JJIeKTPOHHASA M0YTa

DJEeKTpOHHAS MOYTa - 3TO TEXHOJOTHS W IMPENOCTaBISIEMbIE €0 YCIYTH IO TEPEChUTKE M TONYYEHHUIO
3NEKTPOHHBIX COOOIIEHHA, KOTOPBIE PACIIPENENSIOTCS B KOMITBIOTEPHON cetd. OOBIYHO AIIEKTPOHHBIN
MIOYTOBBIN SIMIMK BBHITJSIAUT CIEAYIONMM 00pa3oM: HMMS_TOJh30BaTeIsi(@uMs_noMeHa. Taxke Kpome
Mepeaadn MPOCTOr0 TEKCTa, UMEETCSI BO3MOXKHOCTh TIepeiaBaTh (Daiibl.

OCHOBHBIE COBETHI 110 0€30IacHOlN padoTe ¢ ANMEKTPOHHON MOUTOM

1. Hano BEIOpaTh MpaBWIIBHEIA MOYTOBBIA cepBHC. B WHTEpHETE €CTh OrpOMHBIA BBIOOpP OecTIaTHBIX
MIOYTOBBIX CEPBUCOB, OAHAKO JY4IIE JOBEPATH TEM, KOT'O 3HACIIb M KTO IIEPBBIN B PEUTHHTE;

2. He yka3pBaii B JmYHOW TouTe JHWYHYK wH(popmanuio. Hampumep, iydme BbIOpaTh
"My3bIKanbHBIA _(aHaT@" i "pok2013" Bmecto "Temal3";

3. Hcnone3yil ABYXSTalmHYI0 aBTOPH3alMIO. OTO KOrZla IOMHUMO Haposid HYXHO BBOIUTH KOZ,
pHUcbUIaeMBblid o0 SMS;

4. Bpibepu crnoxHBIA Taponb. [Is KakIOro IOYTOBOTO SINWKA JOIDKEH OBITh CBOW HAJICXKHBIH,
YCTOWYHUBBIN K B3JIOMY MapOJib;

5. Eciin ecTh BO3MOKHOCTh HalMCaTh caMOMy CBOM JIMYHBIA BOIPOC, HCHOHL3yﬁ 9TY BO3MOXHOCTb;



6. Mcnonb3yit HECKOIBKO MOYTOBBIX SIIMKOB. [IepBhIit 1151 YaCTHOM MEPENUCKH C aapecaTaMu, KOTOPbIM
THI JIOBEpsielllb. DTO 3JCKTPOHHBIN aJpec HE HaJ0 WCIOIb30BaTh MPH pErucTpanud Ha (opymax u
caifTax;

7. He oTkpbIBaii ¢aiyibl U Apyrue BIOKEHHUS B MHUChMaX, AK€ €CIM OHH TMPUIIUIH OT TBOMX JAPY3eH.
Jlydiiie yTOYHU Y HUX, OTIPABIISIIA JIM OHU TeOe 3TH (paiiibl;

8. Ilocne oxoHuaHUs paOOTHI Ha MOYTOBOM CEPBUCE IMEpel 3aKPhITUEM BKJIAJKH C CATOM HE 3a0yib
Ha)kaThb Ha "Beritu'".

Ku6epOyjimHr njiu BUPTyajibHOEe U31€BaTEIbCTBO

KubepOymumHr - npeciienoBaHue COOOMIEHUSIMH, COJEPIKAIIMMUA OCKOPOJICHUS, arpeCCHIO, 3allyTHBaHuE;
XYJIUTaHCTBO, COUUAJIBHOC 60171KOTI/IPOB3HI/IC C IMOMOIIBIO PA3JIMYHBIX MHTCPHET-CEPBUCOB.

OcHOBHBIE COBETHI 10 O0pHOE ¢ KNOEPOYIUTHHIOM:

1. He Opocaiics B Ooii. Jlyummii croco0: MOCOBETOBAThCS Kak CeOS BECTH M, €CJIM HET TOro, K KOMY
MOXKHO O6paTI/ITBC$I, TO BHayaJI€ YCIIOKOUTLCH. Ecim 1Bl HauHemb OTBEYATh OCKOp6J'IeHI/I$[MI/I Ha
OCKOpPOJIEHHSI, TO TOJIBKO ele OOJIbIIe PA30}OKEITh KOH(IHKT;

2. Ympasindii cBoeil KubeppenyTranuei;

3. AnoHMMHOCT, B ceTH MHHMas. CyIIecTBYIOT CIOCOOBI BBISICHUTH, KTO CTOWT 332 QHOHWMHBIM
AKKayHTOM;

4. He cTonT BecTH XyJIUTAaHCKAN 00pa3 BUPTyadbHOM ku3HU. VIHTEpHET (GUKCUPYET BCE TBOU JICHCTBUS U
COXpaHseT UX. Y JANNUTh UX Oy/IET KpaifHe 3aTpYAHUTEIHHO;

5. Colromaii CBOIO BUPTYAIBHYIO YE€CTh CMOJIONY;

6. Urnopupyit enquamdHbI HeraTuB. OAHOPa30BbIe OCKOPOUTENBHBIE COOOIIEHNS JIydIlle HTHOPUPOBATh.
OOBIYHO arpeccus MmpeKpariaeTcs Ha Ha9ajJbHOW CTaInuu;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIIEHHSMH, B COI[MAIBHBIX CETSIX €CTh
BO3MOXKHOCTB OJIOKMPOBKH OTITPABKU COOOIIEHUH C ONpeeNeHHBIX aIpecoB;

8. Ecriu 1B1 cBunerens kubepOyimiiara. TBOM AEHCTBUS: BBICTYIIUTH MPOTHB MPECIEAOBATENS, TIOKA3aTh
eMy, 4YTO €ero JeiCTBUS OLCHUBAIOTCA HEraTHBHO, MOJAEPXaTh JKEPTBY, KOTOPOM HYXHa
MICUXOJIOTMYecKasi IOMOIIb, COOOIIUTH B3POCIBIM O (DaKTe arpecCHBHOTO IIOBEACHUS B CETH.

MoouasHnblii Tesaedon

CoBpeMeHHBIE CMapT(OHBI U IJIAHILIETH COAEPXKAT B ceOe BIOIHE B3POCIbIi ()YHKIIMOHAI, U TEIeph OHU
MOT'YT KOHKYPHPOBAaTh CO CTallMOHAPHBIMH KoMIbloTepamu. OIHAKO, CPEACTB 3AIUUTHI Ui MOIOOHBIX
YCTPOWCTB IOKa OYEeHb Majo. TecTHpOBaHWE M TOHCK YS3BUMOCTEHl B HHX HPOUCXOAUT HE TaK

MHTCHCHUBHO, KaK JJIsA HK, TO K€ caMOe€ KacaeTcss 1 MOOUIIbHBIX HpHHOX(eHHﬁ.

COBpeMeHHLIG MOOHJIbLHEIE 6pay3epLI YKC TMPAKTUYCCKU AOrHajii HACTOJIbHBIC aHaJIOrh, OJHAKO
pacmpeHue (bYHKI_[I/IOHaJ'Ia BIIEUET 3a COOOMU 60J'II>H.IYIO CJIO)KHOCTb MU MCHBIITYIO 3alMUIICHHOCTD.

I[aJ'ICKO HC BCC IMPOU3BOJUTCIIA BBIITYCKAIOT 06HOBJ'I€HI/I$I, 3aKPbIBAIOIINEC KPUTUYCCKUC YA3BUMOCTU IJIA
CBOHUX YCTpOﬁCTB.

OCHOBHBIE COBETEI JJIsL 0e30IMacHOCTH MOOUIIBLHOIO TCJ'Ie(i)OHa:



Huyero He siBAsercs mo-HAcTOsIIeMy OeciuiaTHBIM. Byab OCTOpOXKEH, Belb Korjma Tede IpeyiararoT
OecIUIaTHBIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO IIJIATHBIC YCIYTH;

Hymaii, npexae ueM ornpaBuTh SMS, ¢oTto unu Buneo. Thl TOYHO 3HAEIb, TIe OHU OYIYyT B KOHCYHOM
urore?

Heo0xoaumMo 0OHOBISATH ONEPAIlMOHHYIO CUCTEMY TBOETO cMapT(doHa;
Hcnonk3yit aHTUBUPYCHBIE TPOrPaMMBI 11t MOOWIIBHBIX Tele()OHOB;

He 3arpyxaii npuiio)keHHs OT HEU3BECTHOrO MCTOYHHMKA, BEIb OHH MOTYT COJCPKaTh BpPEIOHOCHOE
MporpaMMHoe obecriedeHue;

[Tocre Toro kak ThI BIMJIEIIb C CaiiTa, IJic BBOAWI JIMYHYIO HMH(POPMAIIMIO, 3aiiI1 B HACTPONKK Opay3epa
u ynanu cookies;

[lepronnyecku nposepsiii, Kakue MIATHBIE YCIIYTH aKTUBHPOBAaHBI HA TBOEM HOMEPE;

JaBaii cBoit HOMep MOOMIIBHOTO Tene(oHa TOIBKO JIFOISIM, KOTOPBIX THI 3HAEIIb U KOMY JI0BEpPSCIIIb;
Bluetooth nomken ObITh BBIKITIOUEH, KOTJIAa THI UM HE TIOJIb3yenbesi. He 3a0pIBail HHOT /I TIPOBEPSITH ITO.
Online urpsi

CoBpeMeHHbIE OHJIAHH-UTPBI - 3TO KPAacOYHBIE, 3aXBaThIBAIOIINE pa3BICUECHUs, OObEIUHAIOLUINE COTHU
ThICAY 4YEIOBEK MO0 BceMy MHpY. Mrpoku HcciaeqyroT HaHHBII UM Mup, OOIIAIOTCS OPYr € APYIroM,
BBIIOJIHAIOT 3a/laHus, CPaKalTCd C MOHCTPAMU M IOJIY4YalOT OIBIT. 3a YAOBOJBCTBUE OHU IUIATST:
MOKYTIAIOT JMCK, OTJIaYMBAIOT A0OHEMEHT HJIH MPUOOPETAIOT KaKHe-TO OIIIUH.

Bce atm cpenctBa uayT Ha NOIJIEpKAHME M Pa3BUTHUE WIPbl, a TaKkKe Ha caMy O€30MacHOCTB:
COBEpIICHCTBYIOTCSI CHCTEMbl aBTOPHU3ALIMH, BBIIYCKAIOTCS HOBbIE HaT4d (LIM(POBBIE 3alIaTKU Ui

MPOTrpaMM), 3aKpPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B nogo0HBIX UTpax CTOMT OmacaTbcsi HE CTOIBKO CBOMX COTIEPHUKOB, CKOJIBKO KPaykKy TBOETO MApos, Ha
KOTOPOM OCHOBaHa CHCTEMa aBTOPW3AIlNU OONBIITMHCTBA UTP.

OCHOBHBIE COBETHI 10 0€30MaCHOCTH TBOETO UTPOBOT'0 aKKAyHTA!

1. Ecnu ppyroit urpok BemeT cedsl IUIOXO WK co3laeT Tede HEMPHITHOCTH, 3a0JOKUPYH €ro B CITHCKE
UTPOKOB;

2. Ioxanyiics agMUHUCTPATOpaM UIPbl Ha IUIOXOE MOBEAECHHE 3TOr'0 UTPOKA, JKENATENbHO NMPHIOKHUTD
KaKHe-TO JOKa3aTebCTBA B BUAE CKPUHOB,;

3. He yka3piBaii muunHyto nHbopMaIliio B npodaiiie urpsr;
4. YBaxail Ipyrux y4acTHUKOB 110 UIDE;

5. He ycranaBnmBaii HeopuIMaIbHbIE TIATYH U MOJIBI;

6. Vcnionb3yi Cl0XKHBIE M pa3HbIE TIapOJIU;

7. I[a>1<e BO BpPEMs UI'Pbl HEC CTOUT OTKJIHOYAaTh aHTUBUPYC. Iloka TbI ur pacllb, TBOH KOMIIBIOTECP MOT'yT
3apa3uThb.



OUIIUHT WA Kpaxa JJUYHbIX JaHHBIX

OOBIYHOM Kpameﬁ JACHCT U NOKYMCHTOB CCroHs YK€ HUKOIo HC yAHMBUIIb, HO C PAa3BUTUEM HUHTCPHCT-
TEXHOJIOT UM 3JIOYMBIIJICHHUKN NECPEMCCTUIINCH B MHTCPHET, U MPOAOJIKAIOT 3aHUMATbHCA "1I0OUMBIM"
JCIIOM.

Tak nmosiBMJIaCh HOBast yrpo3a: MHTEPHET-MOIICHHUYECTBA WK (DUILNUHT, TJIABHAS I[e]Ib KOTOPOTI'O COCTOUT
B MOJIYYCHUU KOH(PHUICHIIMATBHBIX JAHHBIX MOJIb30BaTENICH - JIOTMHOB U naposeii. Ha aHruitickoM s3bIke
phishing unraercs kak ¢pummuHr (ot fishing - peiOHas noBst, password - Taponb).

OcHoOBHEBIE COBETHI TI0 O0pBOE ¢ PUIMHrOM:

1. Cnenn 3a cBoMM akkayHToM. Ecim TBI TOmo3peBaelib, YTO TBOS aHKeTa ObUla B3JIOMaHa, TO
HE00XOAMMO 3a0JIOKMPOBATh €€ U COOOIIMTh aJMUHHUCTPATOPAM pecypca 00 3TOM KaKk MOKHO CKOpEe;

2. Ucnone3yit Oe30macHbie Be0-CaliThl, B TOM YHCJIE, MHTEPHET-Mara3uHOB U TTOUCKOBBIX CHCTEM;

3. Hcnonb3y#i ClOKHBIC U pa3HbIe Maponu. TakuM 00pa3oM, ecii TeOs B3JIOMAlOT, TO 3JI0YMBIIUICHHUKH
MOJy4aT JIOCTYII TONBKO K OJJHOMY TBOEMY MPOQUIIIO B CETH, a HE KO BCEM;

4. Ecin Te0s B3IOMaNH, TO HEOOXOIUMO TPEAYIPENUTh BCEX CBOMX 3HAKOMBIX, KOTOPbBIE JI0OABJICHBI Y
Te0s B APY3bsIX, O TOM, YTO Te€Os B3JIOMAIH M, BO3MOXKHO, OT TBOEIO MMEHHU OyIeT pacchulaTbCs CliaM U
CCBUIKH Ha (PUIIIMHTOBBIE CAalTHI;

5. YcranoBu HagexHbIH maposb (PIN) Ha MoOMIBHEIH Tened oH;
6. OTKIIIOUM cCOXpaHEHHUE mapoirst B Opay3epe;

7. He oTkpbIBail (hailyibl M Apyrue BIOKEHUS B MHACHMAax, Na)Xe€ €CIM OHH IMPHUIUIA OT TBOUX APY3ei.
Jlydie yTouyHHM Yy HUX, OTIPABIISUIN JU OHH TeOe 3TH (paiiiibl.

Mud¢poras penyrauus

HudpoBas pemyranmms - O3TO HEraTWBHAsS WM TO3UTHBHAas wHGOpMaus B ceTH O Tele.
Komnpomernpyromas nHGopMaIus, pa3MelieHHas B HHTEPHETE, MOXKET Cephe3HBIM 00pa3oM OTpa3UuThCs
Ha TBOeW peanbHON >Xu3HHU. "LlmdpoBas pemyranusa" - 3TO TBOW WMHK, KOTOPBIA (opMUpPYETCS U3
nHpOpMAITUH 0 TeOe B HHTEPHETE.

TBoe MecTO JKUTENbCTBA, Y4eObl, TBOEC (PMHAHCOBOE IMOJIOKEHUE, OCOOCHHOCTH XapaKTepa M PacCKasbl O
OJM3KUX - BCE 9TO HAKAIJIMBAETCS B CETH.

MHorve noApOCTKH JIETKOMBICIEHHO OTHOCSTCS K IMyOnukanuu audHod uHpopmaunu B MHTEpHETE, HE
MIOHUMasi BO3MOXKHBIX IIOCIEACTBHM. ThI Nake HE CMOXKEIIb JorajaTbca O TOM, 4To ¢oTrorpadus,
pasmelieHHas 5 JieT Ha3al, cTana IpUYMHON OTKa3a MPUHATH Teds Ha padoTy.

KommenTapun, pasmerienue tBoux ¢ororpaduii 1 Apyrue ASHCTBUS MOTYT HE MCUE3HYTH JaXKe MOCIIe
TOT0, KaK Thl MX YAAJIMIIb. Thl HE 3HACIIb, KTO COXPAaHMII 3Ty MH(OpMalHIo, Ionaja i OHa B TOUCKOBBIE
CHCTEMBI M COXpaHWJIACh JIM OHA, a TJIaBHOE: YTO MOAYMAIOT O TeOe OKpYKAIOIIUe JII0A1, KOTOPbIE HAHAYT
u yBUIAT 3T0. HaliT mHpOpMAII0 MHOTO JIET CIIYCTS CMOXET JII00OH - Kak U3 JOOpBIX MOOYXKIEHUH,
TaK ¥ C HAMEPEHHEM NPUUUHHUTD BPeA. ITO MOXKET OBITh KTO YTOJTHO.

OcHOBHBIE COBETHI 1O 3aIIUTE HUPPOBOI peryTaum:

1. HOHYMaﬁ, pexac 4€M 4TO-TO HY6J'II/IKOBaTB " nepeaaBaTtb y ce0s B OJ0r€e UK B counaanoﬁ CCTH,



2. B HacTpoiikax mpo¢uisi YCTaHOBH OrpaHUYEHUST HAa MPOCMOTP TBOETO MPO(GUIS M €ro COACPKUMOTO,
caenai ero ToapKo "mis apysei”;

3. He pa3mernaii 1 He yka3biBail HH(HOPMAIUIO, KOTOPask MOXKET KOT0-JIN00 OCKOPOIATh HITU OOVIKATh.
ABTOpCKOe IPaBo

CoBpeMeHHbIE MIKOIBFHUKH - aKTUBHBIC TIOJIB30BaTeNH U(poBoro mpocrpancTsa. OIHAKO JaieKo HE BCe
3HAIOT, YTO TMOJb30BaHWE MHOTMMHU BO3MOXKHOCTSAMH IH(PPOBOr0 MHpa TpeOyeT coOmoJeHus NpaB Ha
WHTEIJIEKTYaIbHYI0 COOCTBEHHOCTb.

TepMuH "WHTEMIEKTYyanbHast COOCTBEHHOCTh' OTHOCHTCS K Pa3iIMYHBIM TBOPEHMSIM YEJIOBEYECKOro yma,
HA4YWHAs C HOBBIX M300PETEHWH M 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh HA MPOAYKTHI M YCIYTH, H
3aKaH4YMBas KHUTaMH, GOTOrpagusiMu, KHHOPHIbMaMU H MY3bIKAJIbHBIMH MTPOU3BEICHUSMHU.

ABTOpCKHE TMpaBa - 3TO MpaBa Ha HMHTEIUIEKTYalbHYI0 COOCTBEHHOCTh Ha TPOU3BENCHHS HAYKH,
JUTEpaTypbl M HMCKYCCTBa. ABTOpPCKME IIpaBa BBICTYNAIOT B KAayeCTBE TapaHTHH TOTO, YTO
WHTEIUICKTYaIbHBIA/TBOPUECKHI TPy aBTOpa He OyJeT HampacHbIM, JacT €My CIpaBeJIUBbIC
BO3MOXKHOCTH 3apaboTaTh Ha pe3yNbTaTax CBOETO TPYAad, MOIYYHUTh M3BECTHOCTh M Ipu3HaHWE. HuKTO
0e3 paspelleHUs] aBTOpa HE MOXKET BOCIPOM3BOIMUTH €r0 NPOU3BENEHHUE, PAcIpOCTPaHsTh, IIyOIUYHO
JIEeMOHCTPUPOBaTh, MpOJaBaTh, HMIIOPTHPOBATh, IIyCKaThb B TMPOKAT, IyOJUYHO HCIOIHSATH,
MOKAa3bIBaTh/MCIIONHATE B d(UpEe UK pa3meliath B HTepHeTE.

Hcrnonp3oBanre "mUpaTcKoro” MmporpaMMHOTO OOECIICUCHUST MOXKET MPUBECTH K MHOTHM PHUCKaM: OT
MOTEPH JaHHBIX K TBOMM aKKayHTaM J0 OJIOKMPOBKH TBOETO YCTPOWCTBA, I/Ie YCTAHOBJIEHA HEJerabHas
mporpamMa. He crout Takxke 3a0bpIBaTh, YTO CYIIECTBYIOT JIeTrajbHBIE W OECTIaTHBIE MPOTPAMMEI,
KOTOpPBIE MOYKHO HATH B CETH.

O nmoprasne
CereBHUOK.pd - TBOW TJIaBHBIM COBETYMK B CETH. 3/I€Ch ThI MOXKEIIb Y3HATh O OC30MMACHOCTH B CETH

MOHSATHBIM W JOCTYIHBIM SI3BIKOM, @ TPHU BO3HWKHOBEHHH KPUTHYECKOW CHUTYyallMd OOpaTUTHCS 3a
COBETOM. A Tar)Ke IPHUHATH y4acTHe B KOHKYpPCaX M CTaTh CAMbIM MI(PPOBBIM TPaKIaHIHOM !



